Security Learner Journey IBERI

Level

Fundamentals
of Security

Advanced Role
Base
Certifications

Supporting
Applied Skills
& Short Forms

MS Role-Based Training
(Certification)

Security Architects

SC-100 Microsoft Cybersecurity
Architect

SC-200 Microsoft Security
Operations Analyst

AZ-500 Azure Security Engineer
(soon SC-500)

SC-5002 Secure Azure services
and workloads w MS Defender
SC-5009 Secure Al solutions in
the cloud w Microsoft Defender
SC-5004 Defend against
cyberthreats with Defender XDR

Applied Skills
(Assessment)

SecOps Analysts

Identity, Access
Administrators

SC-730 Cybersecurity Business Professional (Coming Soon)

SC-900 Security Fundamentals
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m Microsoft

Data Security
Administrators

SC-5006 Get started with Microsoft Copilot for Security

SC-200 Microsoft Security
Operations Analyst

SC-5001 Configure SIEM
security operations using
Microsoft Sentinel

Short-Term ILT Courses
(no Cert/Assessment)

AZ-500 Azure Security Manager
(soon SC-500 Implement end-to-end security controls Cloud/Al

SC-300 Microsoft Identity and

Access Administrator

SC-5008 Configure and
manage entitlement with
Microsoft Entra ID

SC-401 Information Security
Administrator

SC-5003 Implement information
protection & data loss prevention

SC-5007: Implement retention,
eDiscovery and compliance
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